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Abstract

Unsupervised domain adaptation refers to the setting where labeled data on the source domain is avail-
able for training, and the goal is to perform well on the unlabeled target data. The presence of a domain
shift between source and target makes it a non-trivial problem. We study the problem of robust do-
main adaptation in the context of unavailable target labels and source data. The considered robustness
is against adversarial perturbations. This work aims to answer the question of finding the right strategy
to make the target model robust and accurate in unsupervised domain adaptation without source data.
The major findings of this work are: (i) robust source models can be transferred robustly to the target;
(ii) robust domain adaptation can greatly benefit from non-robust pseudo-labels and the pair-wise con-
trastive loss. The proposed method of using non-robust pseudo-labels performs surprisingly well on both
clean and adversarial samples for the task of image classification. We show a consistent performance
improvement of over 10% in accuracy against the tested baselines on four benchmark datasets.
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Chapter 1

Introduction

Machine learning techniques have grown leaps and bounds over the past decade or so, improving the
capacity of machine intelligence and moving closer to the long-term goal of artificial intelligence. In
particular, deep learning has made it possible for machines to perform tasks that were unfathomable to
humans 20 years ago. The driving force behind such advancements is the wide variety of applications
and the level of performance of Al models, even surpassing human accuracy in some cases (image
classification, object recognition, playing Go, etc.). Its ability to generalize well on unseen examples
has been credited for most of the success so far. This has been possible partly due to the advancement
in the field and partly due to the availability of a large amount of data. The deep neural networks are
trained using data hungry algorithms and are able to generalize well on the unseen data.

Almost all learning paradigms rely on one of the basic assumptions: the training and test samples
both belong to the same distribution. While this may hold in some cases, it is far from being the case
for most real-world problems. Change is the fundamental law of nature and is something we frequently
observe in our life. Whenever we move to a different city, read a new text or listen to foreign accents,
we recognize the shift from the one we are used to. In the context of machine learning, this is called
a distribution shift. While humans can adapt to a new setting without much difficulty, machines, in
general, find it hard. This is not surprising in the light of the distributional assumption on which the
models are trained. The long-term vision of developing Al and integrating them into devices to assist
humans, such as autonomous driving, medical imaging, and numerous other applications, makes the
distribution shift issue inevitable.

Formally, the distributional shift occurs when the model is trained on one (source) distribution but is
tested on another (target). This often leads to poor model performance, which might be a simple task for
humans. We focus on a closed set unsupervised domain adaptation setting under image classification.
We have labeled source data but unlabeled target data with the same set of classes as the source. A
general approach is to align the source and target distribution of learned representation in the feature
space. Hoping that such an alignment also produces discriminable features, we can re-use the source
classifier on the target to obtain predictions. This is has been extensively studied and generally lead to
a min-max training objective [12, [37]. Such adversarial training mechanisms are, in general, hard to
stabilize and often lead to divergence [63]]. Most methods require access to both source and target data
during target training, which may not be feasible in all scenarios. Unlike most of the previous work, our
work is inspired by a method [35] that neither relies on any min-max objective nor requires source data
during adaptation.

Apart from this, the gap between human and machine perception also makes models susceptible to
an adversary. Even models with very high “performance” can easily be made to fall into a well-crafted
trap. It was first shown in the context of computer vision [66] and has since been studied along various
dimensions [[16, 41]]. They can be generated by a malicious adversary as well as are found in the real
world [28]]. This brittleness of machine learning models and the existence of adversarial examples raises



CHAPTER 1. INTRODUCTION
concerns about security (attack on speech to text [6]) and safety (in autonomous driving), its deployment
on systems being used in finance, search, healthcare, etc.

A “valid” adversarial example is the one that can be easily classified correctly by a human observer,
but the machine learning model fails to do so. Such an idea of a legitimate input is hard to formalize.
Hence, researchers use proxy metrics such as the [, (p = 0,1, 2, 00) norm of the added “noise” in the
process of adversarial generation and defense. An attack algorithm can be viewed as solving (I.1)) an
optimization problem. This can be intractable owing to the highly non-linear and non-convex nature of
the function f for most models (e.g., DNNs). However, the same gradient-based methods, which are
used to train these models, come to the rescue. In practice, approaches implementing gradient-based
optimization reach reasonably good approximations of the minimal perturbation (I.1I)), which are often
indistinguishable to human eyes. In this current work, we use Projected Gradient Descent [41]] for
generating adversarial examples under the [ attack model.

2 = g +argmin{|le||,, | f(z +¢€) # f(z)} .1y

In this work, we address a real-world compound problem of (i) unsupervised domain adaptation, (ii)
model robustness, and (iii) the lack of source data during transfer. All three mentioned issues are jointly
considered, leading to a realistic yet very challenging problem. Up to our knowledge, this problem
is addressed for the first time in this work. We study several aspects of designing a robust domain
adaptation method and proposes a simple yet novel technique to answer the key questions of:

* How to perform robust and unsupervised domain adaptation without source data?

* Can robust and standard models be combined to use information from the source domain effi-
ciently?

* How do we perform robust domain adaptation if only one model (robust or standard) is available?

* Is the best adaptation approach dataset dependent?

We consider that the source data is available only during the source model training, which is per-
formed in a supervised manner. The model is then adapted to the target domain in an unsupervised
manner when the source data is no longer available. In this process, the robustness of the target model
towards the adversarial perturbations is pursued. The problem of unsupervised domain adaptation with-
out source data has recently been studied in [35} 24} 52, 33 29, 27, [74]. However, the prevailing work
does not consider robustness. In this work, we first show that robust domain adaptation performs rea-
sonably well within the setup mentioned above when the method of [35]] is directly applied. The method
exploits the target’s pseudo-labels, generated by the source model, for adaptation, which inevitably leads
us to use robust pseudo-labels. We first study the performance of [35]] under the adversarial perturba-
tions for robustness and then improve the performance by over 10% in accuracy consistently across four
benchmark datasets. Such improvement is achieved by exploiting non-robust pseudo-labels and the tar-
get’s pair-wise contrastive learning scheme. Our work’s central finding is that robust domain adaptation
can greatly benefit from non-robust pseudo-labels and the pair-wise contrastive loss. Our finding allows
us to improve not only the robust accuracy but also the clean accuracy in the target domains of a single
robust model.

We study three different cases of model availability: (i) given only the standard source model; (ii)
given only the robust source model; (iii) given both models. In the following, we will first present the
case when both models are available. In this case, we wish to adapt the robust source model to the target
while guarding the robustness. During the adaptation of the robust model, the labels generated by the
standard one are used in three different ways: (i) cross-entropy loss; (ii) adversarial examples generation;
(iii) contrastive feature learning. These three aspects of utility have shown to be complementary to
each other. The exploitation of non-robust pseudo-labels in this fashion also offers significantly better
performance compared to its robust counterpart. This observation leads us to suggest a new source

2



CHAPTER 1. INTRODUCTION
data training and model sharing protocol. In the source domain, we suggest training two models; one
being robust and the other not. The transfer process utilizes both models, while the source data is not
required during transfer. However, once the model has been adapted, only the robust model is required
for inference.

Our main contributions are threefold:

* We study a new problem of unsupervised robust domain adaptation in the setting of missing source
data.

* A simple yet very effective method is proposed, which exploits the non-robust pseudo-labels for
robustness to address the problem at hand.

* The proposed method is extensively tested on four benchmark datasets, consistently demonstrating
the excellent improvements of over 10% in accuracy.

The thesis is organized as follows. In Chapter 2, we refer to all the work closely related to this topic
and has connections to our proposed framework. Chapter 3 briefly discusses the theoretical concepts
necessary to understand the concept of domain adaptation and adversarial machine learning. We present
our model in Chapter 4, providing details of our method and motivation for our choices. Chapter 5
consists of detailed experimental results on multiple benchmark datasets along with ablation studies and
experimental setup. We discuss the advantages of approach work over the past work and point to some
of the drawbacks in Chapter 6. We finally conclude in Chapter 7 by summarizing major findings and
potential future research directions.
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Chapter 2

Related Work

Over the last decade or so, there has been growing research along unsupervised domain adaptation
focusing on neural-network-based methods. Multiple approaches have been proposed, including source
and target domain distribution alignment, modifying normalization statistics, and image translation, to
name a few. A recent survey [[73]] describes most of the methods in detail. However, we discuss the ones
closely related to our work below.

2.1 Domain Adaptation

Domain invariant feature learning is one of the most popular approaches to attempt solving the domain
adaptation challenge. It is based on the assumption that one can learn a feature extractor that generates
domain invariant features. This way, we can reuse the classifier on the target domain trained with labels
on the source domain. Early work is based on divergence based methods (described in detail in Chapter
3) such as Maximum Mean Discrepancy (MMD) [17]], and Correlation Alignment (CORAL) [62] which
is similar to MMD with a polynomial kernel and used second-order statistics to compute distances.
Contrastive Domain Discrepancy (CCD) [22] is another method that uses contrastive loss to minimize
intra-class discrepancy while maximizing inter-class distance. Unlike MMD and CORAL, CCD focuses
on class conditional distribution for divergence.

Another line of work is inspired by the idea of a two-player game introduced in GAN [15]], often
referred to as adversarial domain adaptation. [12] first proposed a Gradient Reversal Layer along with
a discriminator to learn domain invariant features. It forms a single network that is trained end-to-end
with a standard cross-entropy loss that ensures the source’s discriminative features and a (binary) dis-
criminator loss to align the features. This has further motivated us to split the source and target training
and move closer to GANs. Generative Adversarial Network is a deep generative model consisting of
a generator G and a discriminator D, which push against each other. Adversarial Discriminative Do-
main Adaptation (ADDA) [67]] proposes to have separate feature extractors for the source and the target
domains. While the source encoder is trained in a supervised manner along with the labels, the target
encoder is trained in an adversarial manner with a discriminator so to align its features with that of
the source keeping the source encoder fixed. The source classifier is then later reused along with the
target encoder during inference. It has further been extended with different variants of GAN such as
CycleGAN [20], conditional GAN [38]] and others [56, [72, 9].

Some researchers have shown that the input distribution shift can be taken care of by adjusting
the batch normalization parameters in each layer. Adaptive Batch Normalization (AdaBN) [34] intro-
duced this simple technique of re-computing the mean and variance for the target domain starting with
a pre-trained source DNN. The simplicity is in sharp contrast to adversarial and divergence-based meth-
ods. [71] replaces the moving estimates of mean and variance with full estimates while [7]] introduce
pseudo-labels in addition to batch normalization. [64] implements model augmentation taking the help
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of an auxiliary task that shares its representation with the original task.

One of the requirements of all of the methods discussed above requires access to source data during
the adaptation process. However, some of the more recent methods are not bound to that constraint
and perform surprisingly well even in the absence of source images. Approaches like these lines can
be broadly classified into three categories. (i) Generative approach: The idea here is to generate target-
like images using a class conditional GAN. [33]] proposes a collaborative class conditional generative
adversarial network that does not require source data. Gradient Reversal Layer is deployed along with
a discriminator and GAN that generates labeled data on the target domain in [29]. [27] rely on artifi-
cially generated source data to allow for source-free adaptation. Besides, GAN being tricky to train
and stabilize, data generation would be computationally expensive in the case of large-scale datasets.
(ii) Pseudo-labels based: Instead of generating synthetic images, one can obtain pseudo-labels to guide
the adaptation process. [24, [35] follow this approach and generate pseudo-labels with the help of un-
supervised clustering techniques. These have shown to be relatively inexpensive, easy to implement,
and effective. (iii) Entropy-based: [352,[71] propose methods that aim to fine-tune the batch normaliza-
tion layers by minimizing entropy and its variants. This works well under simplistic settings (images
corruption [[19]) but is difficult to extend to more complex domain adaptation tasks.

Source Hypothesis Transfer (SHOT) introduced in [35]] is most closely related to our work. It
seems to combine some of the previous approaches, including entropy minimization [71] and generating
pseudo-labels [7]] along with label smoothing in source training and a diversity term to avoid degenerate
label prediction. On top of these, it also proposes to add a fully connected layer and a batch normal-
ization layer on top of standard architectures like ResNet [[18]]. It differs significantly from the earlier
approaches. It integrates entropy minimization, diversity maximization (together termed as information
maximization), and cross-entropy loss calculated using pseudo-labels via k-means clustering the feature
space. By carefully weighing each term’s contribution in the final loss, it happens to surpass methods
that require simultaneous access to source and target data in some domain adaptation tasks.

2.2 Robustness

A flurry of attack mechanisms [15, 8} 14, 145147, 13} 140] has been proposed since the vulnerability was shown
first by Goodfellow et al. [16]. This also has lead to strategies that can defend against such attacks, called
defense mechanisms [21, 36}, 147, 551,158 144]. Among them, adversarial training [16} 28 41]] has stood
out as the most reliable way to train robust models. We follow the adversarial training method proposed
by Madry et al. [41] because of being effective, fast, and easy to implement.

Transfer learning is a popular technique to adapt pre-trained for downstream tasks efficiently. Our
work also draws inspiration from some of the recent work on robust transfer learning [159, 54, |68]].
Working at the intersection of transfer learning and adversarially robust models [59] shows that robust
source feature extractor can be effective in preserving robustness while maintaining sufficiently high
accuracy on the clean samples. [54} [68] on the other hand, empirically shows that robust pre-trained
models not only result in robust target models without adversarial training but also improves the accuracy
of the downstream tasks on clean samples. All these results strengthen the hypothesis that more relevant
features are learned by robust models resulting in a better transfer. However, the existing methods are
neither developed nor tested in the settings of unsupervised domain adaptation.



Chapter 3

Theory

3.1 Multi-Task Learning

Multi-Task Learning (MTL) is a sub-field of machine learning that tries to learn multiple functions for
the same input by exploiting the common properties of different functions. The motivation for MTL
arises from learning networks designated to perform different tasks that are correlated. MTL avoids
training task-specific models from scratch by allowing networks to share intermediate representations of
the data. It can be viewed as sharing/transferring information between models to improve the learning
mechanism.

3.2 Transfer Learning

Transfer learning is an area of machine learning that utilizes knowledge gained from one problem to
solving a different yet related problem. For example, patterns learned from a car recognition model
can be modified to identify a truck. Specifically, it refers to the scenario where one wishes to transfer
a learned model for a particular task on a particular data distribution to another setting with either a
different but related task or data distribution or both. Formally, given a function fs(.) learned using
source data distribution Dg for task 7s, one aims to learn a function f7(.) on the target distribution Dy
for task 77 where Dg # Dy and/or Ts # T7. Since neural networks are expected to learn a meaningful
representation of the input and generalize well to unseen data, transfer learning has found its way into
applications ranging from text processing [46] and image recognition [43]] to audio processing [13]. This
technique is widely popular in data-constrained settings such as limited training samples or few labeled
examples for a supervised learning algorithm.

3.3 Domain Adaptation

Distributional shift refers to the scenario where the distribution of the data used to train the model shifts
during test time, giving rise to the problem of domain adaptation. Domain Adaptation can be viewed
as a special case of transfer learning which will be the main focus of this work. Here, the task remains
unchanged, but the domains differ. The objective is to adapt a model trained on one or more source
domain to a target domain. Specifically, domain adaptation aims to correct for the distributional shift in
the input domain, which is described as the change in the distribution of the data on which the model
was initially trained to the data on which is tested. It is observed in numerous practical applications of
Al and has been tackled using various approaches.

Machine learning techniques for domain adaptation can be broadly classified into three categories:
supervised learning, semi-supervised learning, and unsupervised learning based on labels’ availability.

7
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Figure 3.1: A semantic representation of domain adaptation. The objective is generate similar features
for the source and the target domain so that the classifier trained on the source can be reused for the
target. Image courtesy [42].

We restrain ourselves to the supervised learning on the source domain and unsupervised learning on the
target domain, which is commonly referred to as unsupervised domain adaptation [39} 2 [53)12]] and has
been extensively studied [73]].

Almost all domain adaptation techniques fall into one of the following three categories:

3.3.1 Divergence Based

Divergence-based domain adaptation is built upon the idea of minimizing the divergence between source
and target distribution. Maximum Mean Discrepancy [[17] or MMD, in short, is a test statistic and is one
of the first approaches in divergence-based methods. It was designed to test if two given samples belong
to the same distribution or not. The distance between distributions is defined in a reproducing Hilbert
kernel space (RKHS). Formally, given two distributions P and ), MMD is defined as

MMD(P, Q) = [[Ex~p[p(X)] — Ey~ql[e(Y)]ll;, (3.1)

where ¢(.) is the feature map from the input domain to the Hilbert space . Thus, by minimiz-
ing MMD, one tries to bring the two feature distributions closer, leading to domain invariant features.
While divergence-based methods are generally non-parametric, they might not work well for all kinds
of problems (classification, object detection, segmentation, etc.) and datasets.

3.3.2 Adversarial Based

The adversarial-based domain adaptation method draws its inspiration from the idea behind Generative
Adversarial Networks (GANs). It models the problem as a two-player game where one player tries to
classify the input correctly while the other player pushes the features to be indiscriminable. Similar to

8
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GANsS, it has two losses, namely, the classification loss and the discrimination loss, but unlike GAN:Ss, it
does not have a "generator"; instead, it makes use of Gradient Reversal Layer (GRL) [12]]. GRL reverses
the sign of the gradients from the discriminator loss during the backward pass. Th This idea was first
implemented with the help of GRL to solve the problem of domain adaptation in [12] and has since been
extended in future works. Figure [3.2] shows the proposed model architecture where both the domain
(source and target) inputs pass through the feature extractor followed by label predictor and domain
classifier. While standard gradient flows back from the domain label loss, it is reversed inside the feature
extractor leading to domain invariant features.

3.3.3 Reconstruction Based

Reconstruction-based domain adaptation is a relatively new approach that draws inspiration from the
idea of Image-to-Image translation. The objective is to learn a transformation from images in the target
domain to images in the source domain, thereby eliminating the domain gap. One can use a simple
encoder-decoder-based architecture to model Image-to-Image translation. Besides, one uses a discrim-
inator to distinguish between the source image and the translation of the target image generated by the
encoder-decoder network, as shown in Figure[3.3] This enforces the generator to produces "source-like"
images and can be directly used to a model trained on the source to classify during the test time. This
idea has been further extended with the help of CycleGAN. Cycle GANs make use of two instead of
one encoder-decoder network [11]]. Here, we not only transform images from the target domain to the
source domain but also vice-versa. The cycle consistency loss helps to ensure that the translated image
looks similar to the original when translated back.

3.4 Adversarial Machine Learning

Machine learning models have also been studied under an adversary’s presence under a sub-domain
called Adversarial machine learning. Even even well studied neural networks architecture trained on
well known data sets (MNIST [30], CIFAR-10 [26], CIFAR-100 [26], ImageNet [10], etc.) can attacked
by well-crafted adversary both with (white-box attacks) and without (black-box attacks) access to the
trained weights. Moreover, the adversarial images are visually indistinguishable from the base image.
This vulnerability reflects some imperfection in the standard neural network training process and is thus
an active research area. This brittleness of machine learning models and the existence of adversarial
examples raises concerns about security (attack on speech to text [[6]]) and safety (in autonomous driving),

9
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its deployment on systems being used in finance, search, healthcare, etc. Representation learned from
a single robust classifier can be used for non-classification tasks such as image-to-image translation,
in-painting, super-resolution, etc., without task-specific optimization [S7]. This hints at other potential
applications of robustness beyond security and reliability.

3.4.1 Projected Gradient Descent

An attacker’s goal is to find input in the image space that is “close” to the base image but is classified
differently than the base image by the network. One of the earliest works argued that it was the linear
nature of the model that made adversarial examples easy to generate [16]. They supported their claim
by introducing one of the earliest attacking methods called the Fast Gradient Sign Method (FGSM). It is
a straightforward yet effective technique at the time. The perturbation is obtained by taking a small step
in the direction of the sign of the gradient of the loss function. Fig. shows an example of generating
an adversarial image via FGSM. While FSGM is fast, it may not be able to find the "best" adversarial
input.

Projected Gradient Descent (PGD) attack [41] is one of the most popular methods used to create
adversarial images and test the robustness of the models. It is based on the simple idea of applying
FGSM over multiple steps with a reduced step size. This further leads to the idea of adversarial training
in which one trains with adversarial examples generated on-the-fly instead of the clean samples. It is one
of the most effective methods of robust training, and we stick with PGD for training robustness models
and evaluate the robust accuracy in this work. We use the Foolbox [50] library for generating adversarial
images via PGD.
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Figure 3.4: A example of FGSM from [[16] applied to GoogLeNet [65] on an image from ImageNet [10].
Note that the noise is visually imperceptible to humans while the model prediction and confidence
changes drastically.
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Chapter 4

Method

In the following, we elaborate our methodology for unsupervised robust domain adaptation for multi-
class classification problems without access to the source data. Given a dataset {(z},y}),..., (%, y™)}
where (z%,y.) ~ D, comes from the source domain, our goal is to train a model that can predict
target labels y; for the corresponding target images x; where (z,y;) ~ D; and is robust to adversarial
examples at the same time. We can broadly separate the process into two phases. In the initial phase, we
train a model on the source domain in a supervised fashion, and in the final phase, we adapt the model
to the target domain. Formally, we need to learn a function f; : Xg — Y; on the source domain and
use that information along with the target data to learn another function f; : X; — Y;. To this end, we
train two models in each domain (source and target), one of them following the standard protocol and
one being robust to adversarial examples. We propose to train four models: source model, robust source
model, target model, and robust target model, as shown in Figure For the sake of brevity, we will
refer to pseudo-labels obtained from standard and robust models as non-robust pseudo-labels and robust
pseudo-labels, respectively.

4.1 Source Training

A deep neural network is trained on the source domain by minimizing the standard cross-entropy loss
given by,
»Cs(fs; XS: YS) = E(ms,yS)NDSECE(fS($S)7 ys)' (41)

Besides a standard source model, we also train a robust source model. Here, the objective is to learn a
function on the source domain that is robust to adversarial images. We generate adversarial perturbations
1 under the [, threat model. This leads to minimizing the worst case cross-entropy loss, within the [,
ball of fixed radius, as follows,

Eg(fs? X, }/s) = E(ms,ys)NDS max LCE(fs (:U/), ys)a 4.2)
z'eS(xs)
where S(z) = {2/ | ||z — 2/||0 < €} and € is the perturbation threshold. Note that finding a sample
within S(x) that maximizes the cross-entropy is computationally challenging due to infinitely many
samples in S(x) and no closed-form solution. Thus, we empirically generate adversarial examples
using Projected Gradient Descent (PGD) and perform adversarial training [41]].

Both standard and robust source models described in Figure have two components, namely, an
encoder and a classifier. We will use @, : X; — R% and oL Xy — R4 to denote the standard and robust
source encoders, respectively. Similarly, the corresponding classifiers are denoted as, § : R* — R and
6" : R? — R, for feature dimension d and C classes. We will make use of only two classifiers for both
source and target domains. Both classifiers are trained on the source data and will remain unchanged for
the target, similar to [33].

13
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Figure 4.1: The training in the source domain uses the source data x, labels ys, and adversarial exam-
ples #2%, The training in the target domain uses the target data z; and the adversarial examples ¢
generated using the pseudo labels.

4.2 Target Training

Our target training stage assumes that only the source trained models are available. Furthermore, the
target data are provided without class labels. Our method for target-only training is inspired by the
source hypothesis transfer [35], which has shown impressive performance on the standard unsupervised
domain adaptation. In this work, we extend to the case of robust model adaptation. Similar to the
source domain, our approach relies on two separate models in the target domain, namely, the standard
and robust target models. We initialize the weights of each model with the corresponding source models.
During the adaptation process, the encoders are optimized while keeping the classifier fixed. In the
target domain, standard and robust models are trained differently. We will first present our approach for
training the standard model followed by the same for the robust model. The key aspects of our method
are summarized in Algorithm T}

4.2.1 Standard Model

The idea of standard training is to learn a standard target encoder ®; : X; — R? that generates features
that align closely with the corresponding source feature distribution, making it possible to re-use the
source classifier §(.). No access to source data restricts us from performing direct alignment between
the two features as in [67]. To address this problem, our approach involves (i) entropy and divergence
of the predicted labels, (ii) pseudo-label-based supervision, and (iii) contrastive target features. The first
two aspects are borrowed from [35]] and other prior works 160]. Using contrastive feature learning
is proposed in this work, for the first time to address the problem at hand.

Entropy and Divergence: Entropy minimization is a widely used technique for unsupervised domain
adaptation [71]]. The Shannon entropy [60] for a prediction probability p; of class i is defined as,

Lent = —2 pilog p;. (4.3)

Unfortunately, entropy minimization can produce degenerate labels with loss converging to zero. There-
fore, we take the information maximization (IM) [14] approach as adopted by [33]. IM adds an ad-
ditional diversity term that pushes the predicted labels to be uniformly distributed avoiding the trivial
outcome of the same one-hot vector for all inputs. Let g; be the average probability of a prediction for
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Figure 4.2: First, a standard (top-left) and a robust model (bottom-left) are trained on the source. A
target encoder (top-right) is then trained by combining four losses with pseudo-labels obtained via k-
means. Finally, a robust target encoder (bottom-right) is trained similarly to the standard target with two
modifications. One, the pseudo-labels are obtained from the pre-trained standard target model. Two,
adversarial images are generated to facilitate adversarial training.

the class ¢, then the diversity loss is defined as,
Laiv = % ¢ilog - 4.4)

Non-robust Pseudo-labels: While IM can make the model confident while ensuring diverse predictions,
it may still push the output towards incorrect prediction in certain cases. In order to overcome such
undesired behavior, [35] proposed to use pseudo-labels [31]] in addition to IM for better supervision.
We use two-step weighted k-means clustering on the feature space to obtain pseudo-labels as described
in [33]. Let 5 be the pseudo-label obtained for the image 2. Then, the pseudo loss is defined using the
cross-entropy as,

‘Cpseudo = ‘CC’E((S((I)t(x))v ?j) (45)

Constrastive Feature Learning: We use the obtained pseudo-labels also to learn the discriminative
features in the target. The proposed use of the contrastive loss is inspired by [61), 23], which were
originally used in different contexts. The contrastive loss minimizes the intra-class distance, while
maximizing inter-class distance between the encoder features. For two input images 1, xo with pseudo-
labels y1, y2, the pair-wise contrastive loss is given by,

Leon = ly- D>+ (1~ ) - max(0,m — DY’ “46)

where y = gy 3, D = [|®4(21) — ®4(w2)||2 and m > 0 is the margin between features of different
classes.

To optimize the target standard model, we minimize the weighted combination of the loss terms
described above. In this context, the minimized loss is given by,

Lt(ft; Xt, }/t) = ['ent + aLdiU + ﬁﬁpseudo + rYACcona (47)
where «, 3, and -y are the weights corresponding to the respective loss functions.

4.2.2 Robust Model

The idea of robustness transfer is inspired by some of the recent works [59, in this direction.
Some existing works perform the knowledge transfer using a robust source model. Such transfer is
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shown to preserve the robustness also for the new tasks. In our work, we show that the robust source
model also transfers robustly to the target, up to some extent. To improve the robustness further, we pro-
pose adversarial training also in the target. Unfortunately, the adversarial robust training often requires
labeled examples. One may consider using the pseudo-labels from the robust model. However, due to
the trade-off between clean and robust accuracy [[75], this process will result in less accurate pseudo-
labels. Instead, we propose to obtain the required pseudo-labels using the standard model. Note that
the clean accuracy of the standard models is higher than that of the robust ones. More importantly, the
pseudo-labels obtained using a standard model for clean samples are sufficient to generate the required
adversarial examples.

At this point, we wish to transfer the source robustness using a robust source model. On the other

hand, we require better pseudo-labels to generate adversarial examples. Therefore, we use both robust
and standard source models and transfer them to the target domain. In this process, the robustness of
the robust model is reinforced by using the pseudo-labels from the standard model. Additionally, we
believe that the used pseudo-labels offer better domain alignment by minimizing the cross-entropy and
pair-wise contrastive losses of (4.5) and (4.6)), respectively.
Adversial Target Examples: We generate adversarial examples using PGD method [41]]. These gener-
ated images are used to compute the IM loss of (@.3) and {#.4). We train two models independently on
the target domain. The standard model is trained first, followed by the robust one. The final loss use for
the robust training is given by,

E;(ftrﬂ Xt? }/t) = £7(;nt + a‘cgiv + /Bﬁgseudo + PY‘CZOTL' (48)

Algorithm 1 Target adaption using two models.

1: Initialize weights of ®(.) with ®4(.)
2: for epoch < MaxFEpochs do
3: Obtain pseudo-labels ¢ via k-means
4: for each mini-batch do
5 Update the ®;(.) using Eq
6: end for
7: if epoch % update = 0 then
8: Update the pseudo-labels
9: end if
10: end for
11: Initialize the weights ®j (.) with ®7(.)
12: Obtain pseudo-labels ¢ via §(P¢(x))
13: for epoch < MaxFEpochs do
14: for each mini-batch do
15: Obtain 2¢4" for z; using § and 6(®} (z))
16: Update the @} (.) using Eq
17: end for
18: end for

4.2.3 Adaptation with a Single Source Model

The method previously presented suggests a model handover protocol, where the user with access to
the source data provides two models. In some practical scenarios, however, both models may not be
available. Under such circumstances, we still suggest to use pseudo-labels with the proposed method for
the best outcome of robust adaptation, irrespective of the model being robust or standard. Our extensive
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experiments support this suggestion. We will present these results as, (i) Robust source: uses only the
robust source model, (ii) Standard source: uses only the standard source model, (iii) Both: uses both
models. In the source robust case, the robust pseudo-labels are used for adaptation. In the other two
cases, non-robust pseudo-labels are used. Needless to say, the source standard case adapts the standard
model robustly to the target domain.
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Chapter 5

Experiments and Results

5.1 Data

We conduct experiments on four benchmark datasets, including a tiny, two medium, and one large-scale
dataset. The datasets vary in their number of classes from 7 to 65 and contain between two and four
different domains. For all datasets and all the adaptation tasks, we randomly split both the source and
the target domain samples into train/val/test (0.7/0.1/0.2).

* Office-31 [51] is a standard benchmark consisting of consists of total 4,652 images from three
domains - Amazon (A), DLSR (D) and Webcam (W) - each having 31 classes as shown in Figure
[A.5] We evaluate on all six combinations of source and target domain.

* Office-home [70] is another popular benchmark containing images collected in four different
domains - Art (Ar), Clipart (Cl), Product (Pr) and Real-world (Rw) - each with 65 classes a total
of 15588 images in the dataset as shown in Figure[A.6] We test all methods on all the 12 possible
domain adaptation tasks.

* PACS [32] is a dataset to set benchmarks for domain generalization techniques. It consists 9991
images from four domains - Art (A), Clipart (C), Photo (P) and Sketch (S). Each of the domain
contains images belonging to 7 classes as shown in Figure [A.7]

* VisDA-C [49] is a challenging domain adaptation data with roughly 152k synthetic images in
the source domain and about 55k real images in the target domain. Therefore, each of the 12
different classes has a significantly larger number of samples than in the other datasets. Some
sample images are shown in Figure[A.§]

5.2 Implementation

We use ResNet50 [18] as the backbone feature encoder for all our experiments. Moreover, we initialize
it on the source with weights pre-trained on ImageNet [L0]. For robust source training, we use weights
obtained after adversarial trainingE] on ImageNet. We maintain non-overlapping training, validation and
test splits created randomly and evaluate the performance of all methods and tasks on the test split
while using the validation split for model selection. For the VisDA-C dataset, we follow the established
standard protocol [49] by training our source models on synthetic images and adapting the models to the
real images. All the experiments were conducted using the PyTorch framework [48]].

"https://github.com/MadryLab/robustness
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5.2.1 Three cases of our method

Recall that we also account for the case where only a single source model is available, as described in
Section4.2.3] When only the standard source model is available, we initialize the encoder with weights
obtained after adversarial training on ImageNet, while the classifier is initialized randomly. This is
done due to the absence of a corresponding robust model in the source for initialization. To distinguish
among the three scenarios, we refer to our method as Ours (robust source), Ours (standard source), or
Ours (both) when only robust, only standard, or both the models are available in the source domain.

5.3 Hyperparameters

We keep the batch size fixed to 64 for all the datasets, tasks, and methods. The learning rate is set to
10~3 for the classifier and the feature bottleneck layers while the backbone is trained at a slower rate
of 1075 using the Adam [23] optimizer. We use early stopping in all training-runs with a stop patience
of 5. For generating adversarial examples we set the number of PGD [41] steps to 20, attacking under
the [, norm (¢ = 4/255) with a relative step size equal to 0.1/0.03. Given the large size of Vis-DA,
the source model reaches high-accuracy in just two epochs, and the adaptation process is performed for
five epochs. We train the source model for 20 epochs and run adaptation for ten epochs for all other
datasets. Our methods are trained using a combination of four weighted loss terms. The diversity loss
is has a weight o = 1, the pseudo-label cross-entropy is weighted by 8 = 0.3 and the contrastive loss
is multiplied with a factor of v = 0.2. The values for «, 3 are borrowed from [35]], and the sensitivity
analysis for « is shown in the following section.

5.4 Baselines

Since, to the best of our knowledge, there is no previous work on robust domain adaptation, we construct
two baselines. The baselines use state-of-the-art domain adaptation approaches [67) 35]] that we adapt to
use adversarial training in the source domain.

The first adapted approach is Adversarial Discriminative Domain Adaptation (ADDA) by [67] which,
in addition to the data our approach requires, also uses source data in the adaptation phase. We perform
adversarial training [41] in the source domain and follow the target adaptation protocol as described
in [67].

The second method we use for comparison is Source Hypothesis Transfer (SHOT) [35]. This ap-
proach is, similar to our approach, a source-free method, and thus, does not require access to source data
during adaptation. We again modify this approach to use adversarial training [41]] in the source domain
and subsequently follow the adaptation strategy as described in [35]].

Most of the source-free UDA methods require an image/feature generator 33} 29, 27]] which are dif-
ficult to scale while ensuring robustness on large datasets like VisDA-C [49]. Other recently introduced
approaches [52} 164, [71] that are designed for pixel-level corruptions [19] do not extend well to the more
complex domain adaptation tasks we present in this paper.

5.5 Architecture

Figure[5.1|shows the network architecture we use in this work. The structure remains identical in all the
stages of the training in both the source and the target domain. The first block in Figure[5.1|refers to the
ResNet50 backbone, which is trained on ImageNet in both standard and adversarial manner even before
the source training. Following [[12} [35]] a feature bottleneck layer is introduced that consists of a linear
(256 dimension) layer along with batch normalization. On top, we add a classification block containing
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Figure 5.1: Detailed architecture of the network used in all the experiments. The network is divided
into three blocks, namely, the backbone, the feature bottleneck and the classifier. The backbone together
with the bottleneck forms the feature encoder.

a fully-connected layer and weight normalization as in [35]] that outputs the class logits. Recall that the
classification block is only trained during the source training and remains fixed during target training.
However, the backbone and the bottleneck are tuned per the task. Note that even though we choose
ResNet50 as the backbone, our method is not restrained by the backbone architecture.

5.6 Results

We evaluate all our methods and the introduced baselines on all four datasets, Office-31, Office-home,
PACS, and VisDA-C. We report the averages over all classes and adaptation tasks for all datasets. An
exception is the VisDA-C dataset, where we follow the standard protocol and report the per-class average
for Synthetic (S) to Real (R). The accuracies on adversarial attacks are visualized in Fig. which shows
that all our methods outperform the baselines. More detailed results on all the datasets are presented in

Office-31

Table 5.1
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Qurs (Standard source)
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Figure 5.2: Test accuracy averaged over all domain adaptation tasks for multiple datasets. All our
proposed methods show significant improvement over the baselines.
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Method Office-31 [51] Office-home [[70] PACS [32] VisDA-C [49]
Advacc Cleanacc Advacc Cleanacc Advacc Cleanacc Advacc Clean acc
ADDA [67] 0.4 75.0 0.9 50.2 0.8 64.6 0.9 70.1
SHOT [35] 0.0 87.6 0.3 65.8 0.0 57.0 0.3 79.0
ADDA robust 49.6 57.6 30.1 37.7 41.6 59.8 34.0 46.3
SHOT robust 67.6 73.1 46.1 53.1 50.5 57.3 25.0 34.3
Ours (Robust source) 72.8 76.4 52.4 59.2 66.5 72.7 51.4 63.6
Ours (Standard source) 81.2 85.7 554 62.7 84.6 89.4 66.7 75.8
Ours (Both) 83.5 87.0 58.0 65.1 76.9 83.6 65.0 74.9

Table 5.1: Accuracy on adversarial and clean images on the test data averaged over all domain adap-
tation. All our methods have higher adversarial accuracy compared to the baselines. The performance
of our methods on clean samples is comparable and mostly higher than the other methods. The best
accuracy is presented in bold and the second best is underlined.

Method Ar—Cl Ar—Pr Ar-Rw Cl—Ar Cl—-Pr Cl-Rw Pr—Ar Pr—Cl Pr—Rw Rw—Ar Rw—Cl Rw—Pr Avg.
ADDA robust 223 18.2 342 214 349 35.0 16.0 26.5 40.4 284 36.9 47.2 30.1
SHOT robust 45.6 553 56.2 319 53.3 49.7 25.5 37.7 54.2 37.0 455 61.6 46.1

Ours (Robust source) 514 60.5 60.6 383 55.5 57.0 33.1 474 59.5 47.5 S1.1 67.0 524
Ours (Standard source) 50.9 69.0 60.4 422 63.1 60.1 40.9 46.8 63.1 41.4 53.3 73.2 55.4
Ours (Both) 52,5 71.6 63.3 45.5 67.0 62.6 42.6 50.1 65.4 46.9 54.0 75.2 58.0

Table 5.2: Adversarial accuracy of robust models on Office-home. Our methods not only beat the
baselines on average but also on each of the tasks. Also, our methods perform very similar to each other
compared to the baselines.

All introduced methods perform consistently better than the baselines on adversarial images on all
datasets. Besides having a good performance in the case of adversarial attacks, our models also per-
form competitively on clean samples. On the PACS dataset, our (standard source) method outperforms
all others, both in clean and adversarial accuracy. On Office-31 and Office-home, our method (both)
improves robust accuracy by 15.9% and 11.9% respectively while only losing 0.6% and 0.7% clean ac-
curacy compared to the best non-robust model. Overall, our two best approaches (standard source and
both) significantly improve adversarial accuracy while only reducing clean accuracy slightly (max -4.1%
on VisDA-C). Fig. shows randomly selected adversarial images from the target domain (Art), which
are classified correctly and incorrectly by the five different robust models adapted from the Real-world
(Rw) domain in Office-home.

It is important to note that the clean accuracy for both ADDA and SHOT drops considerably if they
are directly trained robustly. This is in line with the general observation that robust models tend to hurt
the performance on clean samples [[73].

In two of the datasets (Office-31 and Office-home), our method, which utilizes both standard and
robust source models, performs best. This is switched in the other two datasets, where our method,
which only requires the standard source model, is better. To further analyze this behavior, we create two
subsets of the data by only keeping all the images that belong to the ﬁrstE| 10 and 32 classes, respectively,
both in the source and the target domain. This is done to ensure that the number of samples per class
remains the same in all three cases.

Results for these adaptation tasks are illustrated in Fig.[5.3|where we compare the method using only
the standard model against the method using both source models. Fig.[5.3]indicates that in the case of
few classes having only a standard source model suffices for robust adaptation. However, if a larger set
of classes needs to be handled, it is better to use both the standard and robust source model and follow
the procedure as described in Section[5.2.1]

*In alphabetical order of the class labels, which is not related to the class complexity.
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Figure 5.3: Performance of our method that use both source models relative to our method using only
standard source model. The plot on the left shows the comparison on all the four dataset while on the
right compares performance on Office-home by varying the number of classes.

Method A—-D A—-W D—-A D—-W WA W=D Avg
ADDA robust 48.0 44.7 24.8 69.2 36.7 74.0 49.6
SHOT robust 61.0 64.2 52.5 90.6 52.0 87.0 67.9

Ours (Robust source) 64.0 66.7 62.2 95.0 59.2 90.0 72.8
Ours (Standard source) 80.0 86.2 74.5 90.6 71.1 85.0 81.2
Ours (Both) 79.0 88.7 73.8 93.7 73.6 92.0 83.5

Table 5.3: Adversarial accuracy of robust models on Office-31. Our methods not only beat the baselines
on average but also on each of the tasks. Our method performs significantly better than both ADDA and
SHOT on all of the tasks.

Method plane bcycl bus car horse knife mcycl person plant sktbrd train truck Per-class Avg.
ADDA robust 2.3 133 602 9.7 448 324 659 56.1 61.1 29.1 275 52 34.0
SHOT robust 480 264 239 263 339 57 334 107 165 155 478 114 25.0

Ours (Robust source) 783 427 61.1 60.0 702 44 62.1 554 549 31.1 780 19.0 51.4
Ours (Standard source) 88.0 569 71.0 689 833 05 80.6 68.7 798 821 827 382 66.7
Ours (Both) 86.1 618 694 675 828 1.1 76.3 674 753 797 80.8 315 65.0

Table 5.4: Adversarial accuracy of robust models on VisDA-C (Synthetic to Real). There is large vari-
ation in performance among different methods due to increased difficulty. Ours (standard source) per-
forms the best on most of the classes.

Method A—-C A—-P A—-S C—-A C—-P C—-»S P—-A P—-C P—>S S—-A S—-C S—P Avg
ADDA robust 63.8 65.0 5.3 55.1 65.0 8.9 50.2 58.2 10.7 327 52.9 314 416
SHOT robust 73.1 91.0 43.1 53.9 74.0 66.8 60.7 49.5 35.2 18.0 27.5 129 505

Ours (Robust source) 90.6 94.3 68.6 72.7 84.1 92.6 77.6 87.2 68.8 20.7 33.7 6.9 66.5
Ours (Standard source)  92.3 94.0 93.1 79.3 94.0 91.2 81.0 91.9 70.6 81.0 91.7 554 84.6
Ours (Both) 92.1 92.8 94.9 713 91.6 95.2 78.8 94.2 71.0 30.7 84.2 204 769

Table 5.5: Adversarial accuracy of robust models on PACS. The performance among three of our meth-
ods is close to each on relatively simpler (based on highest and lowest accuracy) tasks (e.g. A — C, A
— P) but result into significantly different numbers on harder tasks (e.g. S — A, S — P).
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Method A—-C A—-P A—-S C—-A C—»P C—»S P—>A P—>C P—-S S—-A S—>C S—P Avg
w/o Contrastive 73.8 93.4 41.1 68.0 83.8 429 71.0 60.1 29.4 6.6 22.0 17.1  50.8
w/o Cross-entropy ~ 92.3 93.4 48.3 78.5 91.9 65.4 82.4 50.3 37.2 2.4 8.7 2.7 54.5
w/o Entropy 88.7 94.3 43.5 77.8 88.0 52.5 82.2 67.4 40.6 144 55.0 41.6 622

w/o Adv. Images 87.0 93.7 249 76.3 92.8 21.5 74.6 88.3 17.3 76.1 91.5 542 665
w/o Diversity loss  96.2 99.7 90.2 88.8 99.1 89.6 93.9 81.0 33.0 222 59.1 308 73.6
Ours 92.1 92.8 94.9 77.3 91.6 95.2 78.8 94.2 71.0 30.7 84.2 204 769

Table 5.6: Robust Accuracy of the Robust Model on PACS. Note that the contrastive loss term, entropy
term and diversity loss term were removed from both the target models while CE was only removed
from the target robust model since removing from both will make it very hard to adapt.

v A—-C A—»P A—-S C—>A C—»P C—-»S P—-A P—-C P—>S S—-A S—-C S—P Avg
0.2 921 92.8 94.9 71.3 91.6 95.2 78.8 94.2 71.0 30.7 84.2 204 769
0.3 925 93.7 94.0 77.6 91.6 94.0 82.2 93.6 72.0 234 82.9 204 765
0.5 934 94.6 94.4 77.6 91.0 93.9 81.5 93.0 81.0 16.1 79.1 21.0 764

Table 5.7: Sensitivity with respect to hyper-parameter v on PACS dataset. We find that by modifying
the weight of the contrastive loss the performance of our method does not change drastically.

5.7 Ablation Study

We study the impact of each of the components in our model on the PACS dataset in Table[5.6] Removing
the contrastive loss from both target model and the target robust model reduces the average performance.
Similarly, the target accuracy decreases without the entropy minimization term or the diversity loss. The
absence of cross-entropy loss calculated with help of pseudo-labels also makes it hard for the model to
adapt well. Furthermore, we find that generating adversarial images using pseudo-labels also plays a
significant role in improving the robust accuracy of the model.

Recall that we require pseudo-labels to calculate the cross-entropy and contrastive loss and gener-
ate adversarial images in the target domain. To analyze the impact of pseudo-labels, we visualize the
features of the adversarial images for the adaptation from Art (A) to Cartoon (C) on PACS under four
different scenarios. We make use of PCA followed t-SNE [69]] for dimensionality reduction. Fig.
shows the target features of the robust source model. Next, we perform domain adaptation without using
any pseudo-labels and plot the encoder features as shown in Fig. In the following setting, we use
pseudo-labels generated from a robust target model instead. Fig.[A.2b|shows that adversarial test images
in this scenario form better clusters in the feature space. Finally, we compare it with our protocol, where
we generate pseudo-labels from the standard target model to train the robust target encoder in Fig.
Fig.[5.4] clearly demonstrates that the learned features become more and more discriminative, forming
better clusters as we introduce pseudo-labels and obtain them from the standard target model instead of
the robust target model.

5.8 Hyper-parameter sensitivity

We perform the sensitivity analysis of our method with respect to v by evaluating the test accuracy
on adversarial images. We conduct the experiment for all six domain adaptation tasks on the Office-
31 dataset. Table shows the variation in accuracy for different values of v. We conduct another
experiment on a relatively large dataset (PACS) with even more variation on the values of . Table
shows that, on average, the adversarial accuracy is not impacted much by the variation in . Both
the experiments empirically verify that changing the weight of the contrastive loss does not have a
significant impact on the robust average accuracy. Therefore, our method is robust against changes of
hyper-parameters, making the transfer between datasets easy.
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v~ A—-D A—-W D—-A D—->W WA W=D Avg
0.1 78.0 83.6 72.5 95.0 73.0 90.0 82.0
0.2 79.0 88.7 73.8 93.7 73.6 92.0 83.5
0.3 81.0 89.3 74.5 95.0 73.9 92.0 84.3

Table 5.8: Sensitivity with respect to hyper-parameter v on Office-31 dataset. The table indicates that in
different weights to the contrastive loss can result in very similar performance.

Pseudo-label accuracy A—-D A—-W D—A D—-W WA W=D Avg

50% 69.0 76.1 64.7 88.1 68.6 89.0 75.9
70% 76.0 87.4 76.4 93.1 72.5 89.0 82.4
90% 79.0 91.8 79.3 97.5 80.0 93.0 86.8

Table 5.9: Impact of pseudo-label quality on Office-31. We can clearly observe that the “better" the
pseudo-labels, the higher the accuracy on each of the tasks.

5.9 Influence of Pseudo-labels Quality

We emphasize that pseudo-labels play a key role among other aspects in the proposed method. To
further analyze the impact of pseudo-labels on the performance of our method, we conduct additional
experiments. Recall that during the robust training on the target domain, we obtain pseudo-labels from
the standard target model, which was trained in the previous step. To study their influence, we use
the ground truth labels and create different sets of pseudo-labels by varying their accuracy with respect
to the ground truth. We conduct the experiments on Office-31 datasets on all six domain adaptation
tasks. Table [5.9] shows the results for 50%, 70% and 90% accurate pseudo-labels. Recall that pseudo-
labels are required for three purposes, including contrastive loss, pseudo-label loss, and the generation
of adversarial examples, each of with plays an important role. Thus, as we would expect, the accuracy
improves with the quality of the pseudo-labels. Note that there is not only significant improvement in
the average accuracy but also on each of the six tasks consistently, as shown in Table[5.9]
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Figure 5.4: Impact of pseudo-labels on PACS with Art painting as the source and Cartoon as the target
domain. The subplots clearly show that the features learned become more and more discriminative,
forming better clusters as we introduce pseudo-labels and obtain them from the standard target model
instead of the robust target model.
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Chapter 6

Discussion

In this project, we propose a new approach for transferring robustness in domain adaptation task that
does not require access to source data while adapting to any target domain. It is one of the first works on
this problem to the best of our knowledge. The motivation is to learn a robust model even in the absence
of labeled data and achieve reasonable accuracy on clean samples. To achieve this goal, we train four
models, two in the source domain and two in the target.

Our experiments demonstrate that a simple method efficiently achieves sufficient accuracy on both
the clean and the adversarial samples in the target domain. Our method also performs significantly better
than previous approaches (adapted to be robust) for domain adaptation, including adversarial methods
that require both the source and target images simultaneously in the adaptation phase. Generating the
pseudo-labels is one of the core components of our method for which we implement a popular unsu-
pervised learning technique, k-means clustering. These pseudo-labels are further utilized to guide the
training of the robust target model. It is important to note that clean accuracy drop as one tries to increase
the robust accuracy. Thus, to extract “better" pseudo-labels, we train an additional model on the target
domain on the clean samples, which requires a corresponding model in the source domain.

Another important aspect of our technique is the presence of different loss components. While
the source models are trained by back-propagating the gradients of the standard cross-entropy loss, the
target training involves more than one type of loss. Minimizing the entropy loss pushes the model to be
more confident about the predicted label and has been widely used in the literature. The diversity term
ensures that the model does not get trapped into the trivial case of degenerate prediction. Also, we have
a contrastive loss which is popular among unsupervised learning techniques. It operates directly in the
feature space by pulling similar features together and pushing away dissimilar ones with pseudo-labels.
We also use the Cross-entropy loss for target training but instead use pseudo-labels since the ground
truth is unknown. Each of the loss terms has its significance and, when combined, results in efficient
model adaptation to the target domain in the absence of source images.

Based on our experimental evaluations, we attempt to answer some key questions. We believe
that our answers to these questions help better understand the outcome of our study and the problem
addressed in this thesis.

Do robust models transfer robustly?—Yes. Besides the proposed method, our baselines also allow us to
conclude that the robust models indeed transfer robustly. In particular, two baselines, SHOT robust and
ADDA robust do not even use the adversarial examples in the target domain. The performance of these
methods on the adversarial examples is noteworthy. This observation is in accordance with the existing
works [59, 168, 154]], although in different settings. In this works’ setting, the robust source models are
found to be very useful for datasets with many classes.

Which pseudo-labels to use?—Non-robust. Our experiments demonstrate the clear benefit of using non-
robust pseudo labels for robustness in the target domain. Please, refer to Sec. [#.2.2] and 4.2.3| for more
details. It goes without saying, non-robust pseudo-labels are preferred when non-robust source models
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are available.

Which model to transfer?—Robust. Provided a good transfer of non-robust models to the target, it has
been observed that robustness can be achieved by generating the adversarial examples in the target. Such
robustness, however, entirely relies on the pseudo-labels alone. We observed that for datasets with few
classes, such transfer is often is not a problem. However, as the number of classes increases, the transfer
of non-robust models followed by robust training is not a good idea. Please, refer to Fig. [5.3] for robust
and non-robust models transfer for an increasing number of classes. Such behavior can be attributed
to the following: as the number of classes increases, the chance of pseudo-labels being incorrect in the
target becomes higher. As the transfer of robust source model does not fully rely only on the pseudo-
labels, we suggest to adapt the roust source model. This suggestion is, however, meant to be followed
for the two models case. Otherwise, we recommend transferring the non-robust source model followed
by robust target training (using the method proposed in this work).

What makes any given model better?—Contrastive loss. The use of contrastive loss for the addressed
problem is found to be very helpful in all three cases of the model availability presented in Sec. |4.2.3
This can be observed in Tab. and [5.I1 Note that the baseline SHOT robust differs from our method
with robust source in terms of the contrastive feature learning. Please, refer Sec. 4.2.1| for the details.
How do I design the transfer protocol?—Transfer two models. When the availability of source models
is not a problem, we suggest using two models as presented in Fig. .1 and Algo. [I] This may be
particularly important when designing the model transfer protocol is possible.

Do I need to keep two models after transfer?—No. Only using the transferred robust model will offer
the adversarial and clean accuracy of Tab. The non-robust model is only used to generate more
reliable pseudo-labels for adversarial examples during robust training in the target domain.

A crucial component of the method presented in this work is the initialization of model weights.
All the target model weights are initialized with their pre-trained source counterpart, and the source
model backbone is not initialized randomly as in most machine learning training algorithms. In the light
of relatively small data samples, the ResNet backbone is initialized with a model pre-trained on Ima-
geNet. The large size and diversity of ImageNet proves to be a better initialization than random weights
and has been followed by most of the work on non-robust training in the past. However, for a robust
source model, one needs to initialize with ResNet trained robustly on ImageNet. For our work, we useE]
a pre-trained robust ResNet50. For non-standard architecture, performing adversarial training [41] on
ImageNet can prove to be expensive both in terms of computing power and time required for training.
Our method requires two source and two target models almost doubling the number of trainable param-
eters compared to the previous approaches. Moreover, the target model training is sequential, that is, the
robust target model can be only be trained after the standard target model has been trained.

Our experiments on the multiple datasets each have different domains, varying classes and overall
dataset size signifies the versatility of our method. Moreover, unlike most of the previous work, which
utilizes the entire target for training and predicts on the same samples, we instead divide the data into
multiple splits randomly and report the accuracy on the images which were neither used for training nor
for model selection.

"https://github.com/MadryLab/robustness
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Chapter 7

Conclusion

We proposed a method to perform unsupervised robust domain adaptation without access to source data
in this work. Given the growing privacy concerns around data, our method is more suitable for real-life
domain adaptation problems. We introduce a framework consisting of two models in the source domain
and two in the target domain. We first adapt the non-robust source model to the target domain. Then, we
adapt the robust source model to the target domain using pseudo-labels from the non-robust target model.
The high accuracy of the pseudo-labels leads to improved robustness of the robust target model. We
study three different cases of model availability for the unsupervised robust domain adaptation without
source data. These cases were chosen to model practical scenarios. We perform extensive experiments
on four benchmark datasets, and in all three cases, we obtained very promising results, thanks to the
proposed method. Our extensive study shows that transferring both robust and standard models is often
the best choice for robustness in the target domain. Overall, the non-robust pseudo-labels and contrastive
feature learning strategies are found to be very effective when combined with the existing model transfer
methods.

7.1 Future Work

Our work provides some promising directions for future research. One can study the benefit of source
data on robust accuracy by performing domain adaptation with source data. The proposed model relies
on both robust and non-robust training separately. Besides, one may explore single-source models that
perform both robust and non-robust predictions in a multitasking fashion. This will avoid sharing two
models trained on the source data. Even though we evaluate the performance on image classification, the
idea is generic. It could be extended to image segmentation and even to other domains such as natural
language text and audio.

Another line of work can be in the direction of adversarial robustness. While our currently focuses
on attacks under [, norm, one could extent the threat model to /; and /5. We can also verify if the target
trained to be robust under one threat model can automatically robust to other threat models. Similarly,
we evaluated robustness via Projected Gradient Descent (PGD) [41] but could be extended to other
white-box and box-attacks and defense strategies.

To sum up, we address a challenging problem that is unique in its own way. We hope to draw the
community’s attention towards these new dimensions and encourage others to find more efficient and
elegant solutions to the problem.
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Appendix A

Additional Results

A.1 Feature Visualization

To understand the impact of pseudo-labels, we plot the encoder features with PCA’s help, followed by
t-SNE. Figure [A.T| shows the adversarial images under three different scenarios. It clearly shows that
cluster formation gets progressively better as we introduce pseudo-labels and switch from robust target
model to standard target model for obtaining those pseudo-labels. We also plot the same scenarios but
for clean samples instead in Figure [A.2] Thus, pseudo-labels not only help in improving the accuracy
but also provide better clustering.

A.2 Contrastive Loss

We make use of the contrastive loss for both standard and robust target training. Figure shows a
toy-example of the impact of contrastive loss. The circle positions represent images in the feature space,
and the color represents its pseudo-label. We illustrate the pair selection in the feature space with the
help of dotted lines. The idea of the contrastive loss is to pull together pair of points that belong to the
same class and push apart others. In Figure [A.3] we show the change in relative distance of three pairs
before (left) and after (right), minimizing the contrastive loss. Note that unlike other losses (e.g., Triplet
loss), the contrastive loss does not require the additional cost of finding a suitable anchor. We apply
contrastive loss on all possible pairs in a batch of 64 images simultaneously in our implementation.

A.3 Clean Accuracies

We evaluate each of the methods on clean samples and report the accuracies in Tables [A.T|to [A.4 We
present the case of sub-setting only ten classes from the Office-home dataset in Table[A.5] It affirms our
hypothesis that only a standard source model is sufficient to transfer robustly on the target if we have
few classes in total.

A.4 Non-robust Models

We also compare the performance of our method with both the non-robust baseline. Table to Ta-
ble[A.9|report the accuracy of the methods on clean images for all the four datasets. Similarly, we also
evaluate the robust accuracy for the baselines and contrast them with our methods. The performance on
adversarial images are reported from Table [A.10]to Table[A.T3]
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(c¢) Ours (standard source)

Figure A.1: Impact of pseudo-labels on PACS with Cartoon as the source and Sketch as the target
domain for adversarial images. The plot clear shows the importance of pseudo-labels. (a) Without the
use of pseudo-labels the clusters are all mixed. (b) With pseudo-labels from robust model, some clusters
tend to overlap. (c) With pseudo-labels from standard source model, well separated clusters are formed.

Method A—-D A—-W D—-A D—->W WA WD Avg
ADDA robust 60.0 59.7 28.9 74.2 40.8 82.0 57.6
SHOT robust 66.0 68.6 57.4 93.1 59.4 94.0 73.1

Ours (Robust source) 70.0 68.6 67.0 95.6 64.4 93.0 76.4
Ours (Standard source) 82.0 91.8 78.4 95.0 76.1 91.0 85.7
Ours (Both) 84.0 92.5 78.0 95.6 77.7 94.0 87.0

Table A.1: Clean accuracy of robust models on Office-31. Our methods beats the baselines not just on
average but also on most of the tasks.

A.5 Samples Images

We present some sample images from each domain for each of the datasets used in this study. Images
from Office, Office-home, PACS, and VisDA-C are shown in Figures[A.5][A.6][A.7]and [A.8] respectively.
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Figure A.2: Impact of pseudo-labels on PACS with Cartoon as the source and Sketch as the target domain
for clean images. (a) Without the use of pseudo-labels, features of different classes tend to overlap. (b)
With pseudo-labels, points features tend to cluster with little difference with respect to the model being

robust or not.

Contrastive Loss

Figure A.3: Depiction of contrastive loss in the feature space. On the left, the positive (same class) and
negative (different class) pair of images are connected with a green and a red dotted line, respectively.

The impact of the loss is shown on the right.

Method Ar—Cl Ar—Pr Ar—»Rw Cl—-Ar Cl—-Pr Cl-Rw Pr—Ar Pr—-Cl Pr-Rw Rw—Ar Rw—Cl Rw—Pr Avg
ADDA robust 26.8 23.1 393 30.2 41.9 442 24.9 317 50.1 42.0 43.4 54.5 37.7
SHOT robust 482 61.5 64.0 38.7 57.8 59.3 34.6 422 62.7 51.9 49.7 66.8 53.1

Ours (Robust source) 54.6 65.3 69.5 50.4 59.8 65.3 42.8 511 69.3 57.0 54.3 71.4 59.2
Ours (Standard source) 535 73.6 71.6 52.1 69.3 69.5 523 50.6 73.7 51.6 56.9 78.2 62.7
Ours (Both) 54.9 74.9 73.1 56.4 72.1 71.9 54.1 53.4 75.2 57.4 58.5 79.8 65.1

Table A.2: Clean accuracy of robust models on Office-home
just on average but on all the tasks.

. Ours (both) method beats all others not
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Method A—-C A—-P A—-S C—-A C—»P C—»S P>A P—>C P—>S S—-A S—C S—P Avg
ADDA robust 72.7 79.6 37.8 74.1 77.2 51.4 65.6 65.9 50.8 444 58.8 395  59.8
SHOT robust 78.3 95.2 46.6 68.0 82.6 70.5 73.2 57.6 37.3 26.3 339 180 573

Ours (Robust source) 94.7 99.1 69.5 84.4 94.3 95.0 91.7 93.0 70.0 26.6 422 120 727
Ours (Standard source) — 95.1 97.9 94.1 92.0 97.9 92.1 924 94.7 71.5 924 95.1 58.1 894
Ours (Both) 95.9 99.1 96.2 88.8 97.9 96.2 93.2 96.2 72.1 459 91.0 302 83.6

Table A.3: Clean accuracy of robust models on PACS. Similar to adversarial accuracy (see Table |5.5)
we find that ours (standard source) significantly outperforms others on relatively difficult tasks (e.g. S

—A,S —P).
Method plane bcycl bus car horse knife mcycl person plant sktbrd train truck Per-class Avg.
ADDA robust 29 264 772 243 59.1 423 786 66.8 723 358 486 21.0 46.3
SHOT robust 59.5 367 338 359 446 64 47.0 183 251 263 595 187 34.3
Ours (Robust source) 88.0 594 740 713 835 6.0 77.1 69.8 67.1 477 850 348 63.6
Ours (Standard source) 93.9 705 818 78.6 914 14 90.3 780 899 914 90.0 528 75.8
Ours (Both) 925 753 799 715 915 3.0 87.9 770 875 892 895 475 74.9

Table A.4: Clean accuracy of robust models on VisDA. Performances of ours (Standard source) and ours

(Both) are very close though ours (Standard source) does better on average.

Method Ar—Cl Ar—Pr Ar—-Rw Cl—-Ar Cl—-Pr Cl-Rw Pr—Ar Pr—Cl Pr-Rw Rw—=Ar Rw—Cl Rw—Pr Avg
ADDA robust 36.8 32.8 542 48.6 52.7 71.1 352 47.7 72.3 63.8 65.2 70.2 54.2
SHOT robust 69.0 82.4 91.6 61.9 75.6 91.0 524 61.3 88.0 66.7 65.2 87.0 743

Ours (Robust source) 89.0 87.8 95.2 743 90.8 95.8 69.5 79.4 934 75.2 85.8 93.1 85.8
Ours (Standard source) 89.0 93.1 95.2 78.1 91.6 95.2 78.1 91.6 95.2 76.2 91.6 93.1 89.0
Ours (Both) 91.0 95.4 95.2 743 94.7 94.6 74.3 87.1 94.6 77.1 91.6 94.7 88.7

Table A.5: Adversarial accuracy of robust models on Office-home with only 10 classes. Unlike the data
with all 65 classes, here ours (standard source) better on average than ours (both) and is comparable on

most tasks.
Method A—-C A—-P A—-S C—-A C—-»P C—-»S P—-A P—-C P—-S S—A S—>C S—P Awg
ADDA 78.7 86.2 41.0 85.1 82.6 443 75.1 72.5 447 55.4 66.5 428 64.6
SHOT 740 985 416 832 943 464 795 644 324 283 226 189 570
Ours (Both)  95.9 99.1 96.2 88.8 97.9 96.2 93.2 96.2 72.1 459 91.0 302 83.6
Table A.6: Clean accuracy of the standard model on PACS.

Method A—-D A—-W D—-A D—-W WA W=D Avg

ADDA 78.0 82.4 49.8 83.6 59.2 97.0 75.0

SHOT 85.0 88.7 79.4 96.2 77.3 99.0 87.6

Ours (Both)  79.0 88.7 73.8 93.7 73.6 92.0 83.5

Table A.7: Clean accuracy of the standard model on Office-31.
Method A—-C A—-P A—-R C—-A C—-P C—-R P—-A P—-C PR R—-A R—-C R—P Avg
ADDA 359 41.6 59.9 42.6 49.9 58.5 39.9 39.6 69.0 535 433 689 502
SHOT 504 770 781 576 715 732 582 477 787 642 530 804 658
Ours (Both) 549 749 731 564 721 719 541 534 752 574 585 798 65.1
Table A.8: Clean accuracy of the standard model on Office-home.

Method plane bcycl bus car horse knife mcycl person plant sktbrd train truck Avg.
ADDA 93.6 729 746 496 903 237 86.6 76.6 809 84.8 83.8 233 70.1
SHOT 96.6 874 834 737 955 3.7 89.3 81.0 954 883 931 60.8 79.0
Ours (Both) 925 753 799 775 915 3.0 87.9 770 875 892 895 475 749

Table A.9: Clean accuracy of the standard model on VisDA.
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Source Images ADDA robust SHOT robust Ours (Robust Source) Ours (Standard Source) Ours (both)

X X

Figure A.4: Sample adversarial images in the target (Art) domain of Office-home. The figure shows the
correctly classified and misclassified images by the target model for each of the method. The source
model was trained on Real-world (Rw) images.

Method A—-C A—-P A—-S C—-A C—»P C—-S P—-A P—-C P—-S S—A S—-C S—P Avg
ADDA 0.8 1.5 1.9 0.0 1.4 0.7 0.2 0.9 0.9 0.2 1.0 1.6 0.9
SHOT 0.2 0.5 0.5 0.0 0.2 0.5 0.2 0.1 0.3 0.4 0.1 0.7 0.3
Ours (Both) ~ 52.5 71.6 63.3 45.5 67.0 62.6 42.6 50.1 65.4 46.9 54.0 752 58.0

Table A.10: Robust accuracy of the standard model on Office-home.

Method A—-D A—-W D—-A D—->W WA W=D Avg
ADDA 0.0 0.0 0.9 1.3 0.0 0.0 0.4
SHOT 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Ours (Both)  79.0 88.7 73.8 93.7 73.6 92.0 83.5

Table A.11: Robust accuracy of the standard model on Office-31.

Method A—-C A—-P A—-S C—-A C—-P C—»S P-A P—-C P—-S S—A S—-C S—P Avg
ADDA 3.6 0.0 0.0 0.0 0.3 0.0 0.5 4.9 0.0 0.0 0.9 0.0 0.8
SHOT 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0
Ours (Both)  92.1 92.8 94.9 71.3 91.6 95.2 78.8 94.2 71.0 30.7 84.2 204 769

Table A.12: Robust accuracy of the standard model on PACS.

Method plane bcycl bus car horse knife mcycl person plant sktbrd train truck Avg.
ADDA 0.0 07 25 05 52 1.1 0.0 0.0 0.0 0.0 08 00 09
SHOT 0.0 1.7 04 00 02 0.0 0.0 0.1 0.7 0.0 0.1 00 03
Ours (Both) 86.1 61.8 694 675 828 1.1 76.3 674 753 797 80.8 315 65.0

Table A.13: Robust accuracy of the standard model on VisDA.
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Figure A.5: Sample images from the Office [51]] dataset. Image courtesy [51]].
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Figure A.6: Sample images from the Office-home dataset. Image courtesy [70].
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Figure A.7: Sample images from the PACS [32]] dataset. Image courtesy [32].
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Figure A.8: Sample images from the VisDA [49] dataset. Image courtesy [49].
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